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1 INTRODUCTION
Smartphones, now ubiquitous, counted approximately 4.9 billion users globally by 2024, covering 60% of the
population [7]. With the proliferation of mobile applications [67], these apps gather extensive personal data
through sensor-based inputs (like GPS, cameras, and microphones) and non-sensor data (such as call logs and
contact lists), utilized by researchers and businesses for profiling identities, psychological states, behaviors, habits,
and environmental surroundings (e.g., compute users’ identity [14], psychology [14, 63], behavior [63], habits
[29] and surroundings [14]).
However, this data collection often breaches privacy. For example, app registration typically “forces” users

to accept privacy policies, effectively coercing them into data sharing [62]. Moreover, some apps clandestinely
access and sell data without user consent, via backdoor services, to third parties1. The consumer data market
has evolved into a multi-billion dollar industry [50], with transactions mainly between data collectors and third
parties, leaving the actual data producers—the users—unaware.

To enhance user engagement and awareness, researchers suggest allowing users to explicitly sell their personal
data, creating a personal data market where users can trade their information for compensation [3, 47]. This
concept views personal information as an economic commodity with quantifiable monetary value [47]. Users
must weigh the trade-off between privacy and financial rewards when deciding to disclose their personal data.

Determining the correct “price” for personal information is crucial for realizing the proposed idea of a personal
data market. Traditional social science methods, such as questionnaires, have been used to assess privacy and data
values [54, 70]. Recently, finance researchers have explored additional financial mechanisms, like reverse second
price auctions, to analyze privacy premiums and data sales. However, these approaches face two limitations:
1. previous studies primarily valued only specific types of data such as location, communication, media, and
app usage [17, 18, 71], overlooking the broader spectrum available from the numerous sensors in modern
smartphones. 2. most research focused on individual privacy valuations [27, 76] rather than treating smartphone
data as commodities [71], and no study has yet conducted a fully realistic smartphone data transaction experiment.
The social context mentioned in the location sharing [16] is important but limited. An increasing number of
information types were adopted [20, 56] with different sharing norm and usage context [72]. The variety of data
types required different investigation for their distinct functions [20, 56]. This gap [73], coupled with the “privacy
paradox” [31], casts doubts on the reliability of valuation results obtained from participants.
In our study, we analyzed how users value their personal data on smartphones by enabling them to sell this

data as commodities, employing a reverse second price auction to set the prices. To address previous research
limitations, we initially designed 49 distinct commodities encompassing 14 common smartphone data types
and designed 8 attributes for each commodity. We selected 15 representative commodities for a comprehensive
data buying user study, involving 181 students, to assess their data valuation. The study uncovered key factors
influencing participants’ willingness to sell their data and the factors affecting their bid prices. Additionally, we
developed regression models capable of predicting a commodity’s price based on its attributes and the user’s
demographic characteristics.
To validate the generaliz-ability of our findings, we replicated the study with 34 non-student participants.

Both student and non-student groups showed willingness to sell their data for compensation. Notably, the four
commodities with the lowest prices were consistent across both groups. While non-students typically offered
higher prices, “privacy risk” emerged as a significant factor influencing pricing decisions for both demographics.

The contributions of this paper were three-fold:
• We designed 14 types of smartphone data (opposed to at most 4 types in the past work) as commodities in
social context based on Data Context [27, 30, 65] and Privacy Risk theory [23, 34]. We further proposed 8
attributes for each data to further facilitate users’ understanding.

1https://www.purevpn.com/blog/third-party-applications-data-leak/, accessed by 5th April, 2024.
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• Through a reverse second price auction realistic buying study (𝑁 = 181), we for the first time unveiled
“privacy risk” as the most influential factors out of 14 independent variables in the regression model. We
also proved the feasibility of valuating data through selling as all participants priced at least 1 commodity.

• Through bidding, we uncovered more influential factors regarding demographics (e.g., ethnics, students
and non-students) compared with the past work [50, 58, 71]. With these findings, we recommended that
stakeholders should provide attributes of data when selling or managing it.

We envision our work to be the first large-scale valuation study about smartphone personal data in an authentic
and realistic setting. Our results are helpful for end-users to understand and benefit from their privacy more easily,
and could also help data buyers to make use of the users’ personal data in a more controlled and transparent way,
finally, promoting the protection and legal use of user privacy in the era of privacy awakening2.

2 RELATED WORKS
Estimating the valuation of personal data is an important problem in economics and HCI. Typically, researchers
achieved this by measuring two kinds of metrics:Willingness to Pay (WTP) [2, 74] andWillingness to Accept (WTA)
[17, 38]. WTP quantified the price an individual was willing to pay to protect his/her data or privacy from being
used or sold to third-parties (e.g., Facebook data [9], school evaluation [15], smartphone permission [21], and
location data [17, 18]). In comparison, WTA quantified the money or benefit a person believed can be gained by
sharing his/her personal data or privacy (e.g., identity data [50], shared photos [12, 71], communication, location,
media, and applications [71], camera, microphone, and GPS [58], battery [33] and wearable sensor data [40]).

While both metrics reflect users’ perception of privacy or data value, they inherently differ in their assumptions
about data ownership (user vs. service provider) [32]. Due to the Privacy Paradox, where consumers show high
privacy concerns but often disregard them in practice [31], WTA typically exceeds WTP for similar data types
[32]. Given the focus of this paper on evaluating user-generated smartphone data valuations, we exclusively used
WTA in our study, aligning with existing personal data research [50, 71].

2.1 Valuation Methods of Privacy and Data
Researchers have developed various valuation methods for privacy and data, reflecting diverse pricing strategies
and user study designs. From a technological perspective, researchers adopted differential privacy [83] or
other designed algorithms [13] for determining price. In social science, common approaches involve privacy
measurement scales such as the Westin Privacy Index [45], the Concerns for Information Privacy (CFIP) [70], and
the Internet Users’ Information Privacy Concerns (IUIPC) [54], which employ questionnaires to assess privacy
concerns quantitatively. However, these stated concerns often do not match actual privacy-disclosing behaviors
[36].

To mitigate bias, some methodologies involve expert guidance. The Take It or Leave It (TIOLI) method allows
experts to set a price, then users decide whether to accept or reject it, simplifying implementation but potentially
compromising accuracy [9]. The Becker-DeGroot-Marschak (BDM) method gives users more autonomy by letting
them bid within an expert-defined range, although this can lead to biased bids due to the anchoring effect [9].
Auction-based methods, such as the Generalized Second-Price (GSP) [50] and reverse second price auctions

[18, 71], do not require expert involvement. These methods ask users to bid the lowest price they would accept
to sell their data, with winners chosen from the lowest bid upwards. In GSP, each winner is paid an amount
matching the next highest bid, whereas in reverse second price auctions, all winners receive the lowest bid among
non-selected bidders, enhancing incentives and potentially reflecting a more accurate user valuation. In our
research, we adopted reverse second price auction as our valuation method.

2https://www.datagrail.io/resources/interactive/2022-consumer-privacy-survey/, accessed by 5th April, 2024.
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2.2 Valuation of Smartphone Data
The extensive use of smartphones and their sensors facilitate detailed studies on user data valuation. Earlier
studies focused primarily on location data , revealing factors like requester identity and data detail influencing
disclosure decisions [16], yet they lacked in providing a monetary valuation. Other researchers estimated median
bids for location data, linking them to user behaviours such as mobility and communication patterns [17, 18], but
these studies were limited by their hypothetical bidding setups. They only collected bids through questionnaires
and SMS messages, which was far from the real-life scenarios which used apps or conducted offline bidding.
Subsequently, Staiano et al. [71] assessed the value of smartphone data (communication, location, media and

applications) over six weeks, finding unique daily events increase bid values and highlight a correlation with
personality traits but not demographics factors. Although the data types were varied, this approach still involved
non-realistic data collection methods, limiting its applicability to actual scenarios.
Prior research often portrayed smartphone data abstractly from a technical perspective, without addressing

its practical commodification when valuing. Nguyen et al. [58] and Hosio et al. [33] investigated the valuation
of specific sensors and smartphone batteries, considering factors like perceived value and personal sharing
motives. However, their assessed sensors were limited and they still did not modeled data as commodities in
social context to sell. The only work from the commodity perspective was from Kotut et al. [40], who used a third-
party platform for trading hiker trail data, yet did not delve into its valuation. Designing personal smartphone
data as commodities is closer to real-life scenarios and offers a conceptual representation that can enhance
users’ understanding, utilization, and management of this resource. Thus, in contrast, our work introduces a novel
application that evaluates smartphone data as real commodities within a practical, transaction-based framework on
smartphone apps.

2.3 Data Context and Privacy Risk Theory
We refer to data-privacy-related theories to guide our commodity design. When building values on top of user
data, researchers suggested that conventional “privacy statement” was not comprehensible enough for users to
protect their data [23]. To resolve this problem, Nissenbaum et al. [30, 65] proposed the theory of Contextual
Integrity, which argued that the principle of “respect for context” in European legal regimes should be amended
to state that companies should collect, use, and release personal data in a way that is consistent with the (social)
context in which consumers provide it. Noah [61] present a survey method based on the Contextual Integrity
privacy framework and apply this method to discover privacy norms in the smart home context. Based on this
theory, the World Health Organization (WHO) and Microsoft [27] proposed the concept of Data Context to
protect personal information, which used seven variables to describe data: data type, entity type, device type,
collection method, data use, trust, and value exchange. However, these variables were designed in the context
of technology system or platform [60] instead of social context. Therefore, they still cannot help normal users
without technical background to understand data privacy. In addition to data context, both the US regulations
[34], the EU Regulation [19] and researchers [23] also emphasized the assessment of Privacy Risks based on the
specific scenarios of the data, which was defined as [34] the potential for emotional distress, physical, property,
professional, or other harm to the user, either by itself or in comparison with other information. The researchers
[48] investigated the study of privacy risks from the perspective of the participants - in the context of a large-scale
sensor data collection having participants assess the privacy risks at the time of dataset collection. They expressed
concerns about privacy risks, and privacy risks prompted them to reconsider their decisions regarding data
collection and public release.

The Data Context and Privacy Risk theory reinforced the traditional informed consent and helped the users to
better understand their data, and served as mechanisms for information protection [23]. Therefore, we designed

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 100. Publication date: September 2024.
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our data commodities according to these theories, which could help to reveal the most accurate results
on users’ perceptions of data privacy.

3 DESIGNING SMARTPHONE PERSONAL DATA AS COMMODITIES
In this paper, we used reverse second price auction [18, 71] to value users’ personal data as commodities on
smartphones, which ensured that the bid price truly reflected the users’ valuation. In addition, we employed
WTA in our study as it was more commonly adopted to assess the valuation of the participants compared to WTP
[77]. In this section, we introduced the two-step procedure of designing personal data as commodities, which is a
key component of the auction: 1) choosing the personal data, and 2) designing the commodity attributes.

3.1 Step 1: Choosing the Personal Data on Smartphones
In order to cover common data types on smartphones, we collected a total of 14 data types. They not only
included the types of data that have been valued in existing works (e.g., location [17, 18, 21, 71], camera [21, 71],
call logs [21, 71], and app usage [71]), but also included more common sensors in daily lives (e.g., WiFi and
touchscreen [25]). The detail considerations of the data was shown in Section A.2 in the appendix. Past works
with contextual sensing also focused on these sensors (e.g., Ferreira et al. [25] focused on 12 types of sensors
including accelerometer, barometer, gyroscope, etc., which we all covered), thus the valuation of these potentially
collected information was necessary and important.
The 14 types of data correspond to 14 different sensors, capturing information about the users’ environment

(e.g., barometer, temperature, compass and light) and their personal behavior (e.g., accelerometer, gyroscope and
touchscreen). Therefore, these data were highly private, but also valuable for third-party usage (e.g., advertising
[49, 64], authentication [14], and behavior detection [14, 29, 63]).

3.2 Step 2: Designing the Commodities
While most smartphone users are somewhat familiar with sensor data, selling it as a commodity is uncommon in
real life. Designing these data as commodities can significantly facilitate the selling process and help reveal the
authentic valuation of users’ private data. Prior research [27] indicates that how data is described significantly
affects users’ perceptions, thereby influencing the validity of valuation results. In designing our data attributes,
we drew on the Data Context [27, 30, 65] and Privacy Risk [23, 34] theories to help users correctly understand
data usage and associated privacy risks. Also, we referred to the description of physical commodities on online
markets (e.g., Amazon and Taobao) to further modify the attributes. This can help the commodities become more
compatible with the auction mechanism and help the users to value their personal data accurately.

3.2.1 Designing the Commodity Attributes. The Data Context theory [27] defined seven variables to describe the
user’s perception of a particular personal data usage scenario. However, as these variables were designed in the
context of technology systems or platforms, it was not suitable to use them directly in our user study. Given our
focus on smartphone data, we adapted these into six new attributes:

• Data Type. This attribute was derived from “data type”, which corresponds to the type of the personal data.
• Description. This attribute was derived from both “data type” and “type of equipment”. For each data
type, this attribute contains a more detailed description about the collected personal data on the user’s
smartphone (see Table 1).

• Permission. This attribute was derived from “collection method”, which specifies whether obtaining this
data requires permission in the Android system. The value was “yes” or “no”.

• Buyer . This attribute was derived from “entity type”, which described the type of data buyers. In our study,
as the data was bought from the users to conduct scientific researches, the value of this attribute was fixed
to be “a laboratory”.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 100. Publication date: September 2024.



100:6 • Fan and Zhang et al.

• Purpose. This attribute was derived from “data usage”. According to existing works, there were four major
kinds of purposes: 1) physical and psychological research [14, 29, 57, 63]; 2) personalized advertisement
[49, 64]; 3) fitness recommendations [59]; and 4) improving user experience [24].

• Period. This attribute was also derived from “data usage”, which quantified the length of time during which
the data was collected (measured in number of days, similar as in related works [17, 18]). In our study, the
value of this attribute was fixed to be “7 days”.

Besides the above six attributes, we also added another two attributes that was necessary for our study. The
first is “Commodity Name”. According to the Data Context theory [27, 30, 65], the range of the above variables
should be determined in specific social domains. In real life, the same personal data on smartphones could be
used to infer different behavioral, psychological, or environmental aspects of an individual in different social
domains, which lead to intrinsically different commodities. Therefore, we defined commodity name to describe
the inferred information to facilitate the users’ comprehension. To cover as many social domains as possible, we
referred to existing works of the corresponding data types [14, 29, 57, 63], and envisioned additional usage of the
data as the complement. In total, we designed 49 commodities with different names (see Table 5 and 6 in the
appendix). The second is “Privacy Risk”. Privacy Risk theory pointed out that displaying privacy risk was very
helpful for users to understand and assess the privacy of their data [34, 74]. Thus, we also involved this attribute
in our design. Privacy risk reflects the level of risk that the users perceived regarding their private personal
data. We used the commonly used five-point likert scale to quantify this attribute, where 1 and 5 represented the
lowest and highest privacy risks, respectively.
In total, we designed eight attributes: commodity name, data type, description, permission, buyer, purpose,

period, and privacy risk.

3.2.2 Effect of Commodity Attributes on Privacy Risk. In order to determine the privacy risk level of the com-
modities, we recruited 10 master/Ph.D. students specializing in HCI (7 male, 3 female) with an average age of
24.5 (SD = 2.1). Their research focused on sensors, interaction, and privacy, with an average publication count
of 2.3 HCI-related conference papers (e.g., CHI, Ubicomp, CSCW; SD = 0.8). During the study, the participants
were firstly asked to read and comprehend the definition of “privacy risk” in the U.S. Draft Consumer Privacy
Bill of Rights [34] and the EU General Data Protection Regulation [19]. They then rated the privacy risk of the
49 commodities according to the value of the attributes, as described above. Across all the commodities, the
Cronbach’s 𝛼 coefficient [46] was 0.9, confirming the internal consistency of the ratings. Finally, we set the
privacy risk value of each commodity as the mean value of the 10 participants and rounded them (see Table 5
and Table 6 in the appendix).
As the privacy risk of each commodity was rated according to the other seven attributes, we performed an

analysis of the effect of these attributes on privacy risk. As the value of “buyer” and “period” was identical for
all commodities, we excluded them from the analysis. Furthermore, as the distribution of “data type” was very
unbalanced (e.g., only 1 for magnetic field and barometer, and only 2 for camera, gyroscope and touchscreen), we
did not test “data type” and “description”. Finally, we tested “purpose” and “permission”, as showed in Figure 1.
The Mann-Whitney U test indicated a significant impact of “permission” on privacy risk (U = 76.5, p < .001),

with commodities requiring permission rated as more sensitive (average risk rating of 3.7) compared to those
that did not require permission (average rating of 2.3), aligning with findings from previous research [21].
We perform a Friedman test on “purpose”, which also showed a significant effect on privacy risk (𝜒2 (3) =

0.925, p<.05). However, post hoc analysis with Bonferroni correction only found a significant difference between
“physical and psychological research” and “improving user experience” (p < .05). “Improving user experience”
received the lowest privacy risk value (1.8), followed by “fitness recommendations” (2.8). Notably, “personalized
advertisement” and “physical and psychological research” both scored the highest at 3.4.
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(a) (b)

Fig. 1. Mean privacy risk of the commodities with different (a) permission and (b) purposes. Error bar showed one standard
deviation.

3.2.3 Justification of Privacy Risk. Although we assigned the aspect “privacy risk”, it is worthy to note that
privacy risk did not mean the sum of the rest attributes. In fact, privacy risk evaluated the potential privacy loss
our product would impose on users. The other perspectives of the product would also affect the price valuation
of the product.
Besides, phone manufacturers would also give privacy risk valuation regarding different application permis-

sions. For example, Android provided the detailed information about application permissions and classified the
privacy risk into two classes: restricted and dangerous. This was similar to our privacy risk valuation. Thus, the
presentation of privacy risk facilitated a more realistic price valuation and bidding.

4 USER STUDY: A REVERSE SECOND PRICE AUCTION
In this section, we executed a large-scale user study to investigate how users value their personal data on
smartphones. Following the approach of prior studies [71], we set up a scenario where a laboratory aimed to
purchase participants’ smartphone data for scientific research. To authentically reveal the participants’ data
valuation, we utilized the commodities designed in the previous section and conducted a reverse second price
auction where participants placed bids on their data. Unlike simulated auctions used in other studies, we actually
compensated the winning bidders to purchase their data, ensuring a more realistic auction experience and
addressing potential discrepancies between participants’ stated behaviors and actual decisions [36].

4.1 Participants
We recruited 181 university participants (69 males, 112 females), all of whom used Android-based smartphones
daily. The participants consisted of freshmen with an average age of 18.6 (SD = 0.9), including 113 Han Chinese
and 68 ethnic minorities. Their average monthly living expenses were approximately 1,241 CNY (about 171.51
USD), with a standard deviation of 552 CNY (76.29 USD).

4.2 Experiment Design
Ideally, this study would have used all 49 commodities designed in the previous section. However, our pilot study
revealed that evaluating 49 commodities could take participants over 1.5 hours, potentially compromising the
validity of the results. Consequently, we opted to use a subset of these commodities.

To maintain balanced sampling, we ensured equal representation from each privacy risk level, which integrates
all other attributes.We selected three commodities from each of the five privacy risk levels, totaling 15 commodities.
These were chosen to cover all 14 types of data listed in Table 1. The selected 15 commodities are detailed in
Table 1.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 100. Publication date: September 2024.
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Table 1. The 15 commodities that were used in the user study. We did not list the buyer and the period because the values of
these two attributes were the same for all the commodities.

Commodity Name Data Type Permission Privacy
Risk Purpose Description

Your working hour GPS Yes 3 Physical and
psychological research Longitude and latitude measured by GPS of phone

The number of Bluetooth devices around
you Bluetooth Yes 3 Personalized advertisement The number and time of Bluetooth connected devices

The outdoor temperature at your
location Temperature No 2 Fitness recommendations Outdoor temperature measured by phone

Which contact you receive the most calls Call records Yes 5 Physical and
psychological research Number and duration of calls

The horizontal direction of your phone Compass No 1 Physical and
psychological research The direction measured by the compass in the phone

The altitude at your location Barometer No 1 Physical and
psychological research

The altitude of the mobile phone location measured
by the barometer

The length of time you spend on online
shopping App usage Yes 5 Personalized advertisement App usage time recorded by app log

Your facial expression Front camera Yes 4 Physical and
psychological research Facial photos taken by the front camera

Your surroundings Rear camera Yes 4 Physical and
psychological research Environmental video taken by the rear camera

The length of time you drive Accelerometer No 3 Fitness recommendations The phone’s movement degree

Your sleeping environment’s light Light No 2 Physical and
psychological research The brightness of the light on the front of the phone

Your emotion Microphone Yes 5 Physical and
psychological research Sound around the phone

Your location WiFi No 4 Fitness recommendations Number and time of mobile WiFi connections

The spatial orientation of your phone Gyro No 2 Improve user
experience Rotation and tilt angle of the phone

Your unintentional touches when the phone
was placed in the pocket Touch screen No 1 Improve user

experience Actions on the touch screen

In our study, we requested that participants place their bids before data collection, diverging from prior practices
such as those in [71]. Earlier research [18] demonstrated a positive correlation between the bid amount and the
extent of user behavior (i.e., information) captured in the data. Bidding after data collection, like after a week’s
worth of data which might include unexpected events such as attending a social event, could introduce significant
bias. By having bids placed beforehand, the prices reflect expectations of future behaviors, resulting in a more
stable and less biased valuation.
To emulate a more realistic data transaction scenario, winners were paid the actual monetary incentive after

bidding. Additionally, participants were allowed to withdraw from the study at any time, whether before data
collection or before final payment, mirroring real-world conditions where users can choose not to sell their
personal data. We also monitored the number of participants remaining at various stages of the study to gain
insights into their perceptions of data privacy.

We gathered participants’ demographics as detailed in Section 4.4 and assessed their psychological attributes
using the Chinese Big Five Personality Inventory (CBF–PI) [78], as all participants were located in China. The Big
Five model is widely used to describe personality traits [4, 37] and is known for its cross-cultural validity [81].
The BFI-2 questionnaire results outlined participant traits across five dimensions—neuroticism, conscientiousness,
agreeableness, openness, and extraversion, each scored on varying scales with higher scores indicating stronger
tendencies in the respective dimension.

4.3 Experiment Platform
To facilitate real-data transactions, we developed an Android application using Android Studio with three main
functions:

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 100. Publication date: September 2024.
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User Guidance: The app features guidance pages that explain the concept of personal data transactions, the
bidding process, the study’s objectives, the 14 data types involved, an overview of the commodities, the mechanics
of the reverse second price auction, and the privacy policy governing the data (see Figure 9 in the appendix).
Bidding: During the bidding phase, users enter the registration page (see Figure 2 (a)). The app then displays

the 15 commodities in a list format similar to online shopping platforms (see Figure 2 (b)). Participants can select
any commodity to view its attributes and place their bid (see Figure 2 (c)). They can enter any positive price, but
once entered, the bid cannot be changed.
Data Collection and Transaction: After the bidding winners are determined (see Figure 2 (f)), they can view

the results in the app (see Figure 2 (d)) and decide whether to sell the data at the bid price. If they choose to sell,
the app collects the corresponding data from their smartphone over the next 7 days, as outlined in the “period”
attribute. Users generally are not aware of the sensor tracking granularity, so this was not considered in our
experiment. Winners then select “Receive Benefit” to receive their compensation through WeChat Payment, and
they can view the current status of the commodity transaction (see Figure 2 (e)). As the auction concluded before
any data collection, no participant data was displayed in the app.

Fig. 2. The user interface of the experiment platform. The original page is in Chinese and we translated that to English. (a)
The Login page. (b) The bidding page that showed the list of commodities. (c) The bidding page for entering the bid price. (d)
The checking page of the result of winner and the selling page of commodities. (e) The status of the commodity. (f) The page
determining the winning of the bidding.

Besides, as we used a bmob3 cloud server as the backend, after collecting the data, the data would be delivered
using encrypted HTTPS protocol via POST method to the server. After the experiment, the experimenters do
collect and download the data. However, experimenters did not use them or share the data to any other servers.
The experimenters would promptly delete all the data immediately after the experiment.

4.4 Procedure
The experiment procedure consisted of 6 stages (See Figure 3):

Stage 1: Initial Explanation.We orally presented the goals and procedures of the user study during an online
meeting and provided additional text descriptions via WeChat groups. The app’s privacy statement, which also
served as the user consent form, detailed data processing and collection while disclosing potential risks associated

3https://www.bmobapp.com/
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Fig. 3. The experiment procedure.

with the app (discussed in Section 9). Participants were required to sign this consent before participating in the
experiment.

Stage 2: Demographics Information Collection. Participants installed the app, registered an account, and completed
an online questionnaire to collect demographic information, including daily smartphone usage (see Table 9 in the
appendix), familiarity with the 14 data types, Big5 personality traits [78], and their perceptions of smartphone
privacy [71] (see Table 10 in the appendix).
Stage 3: Bidding. Following the questionnaire, participants were informed about the start of the bidding

process. They had 24 hours to submit their bids for all 15 commodities on the app, instructed to fully understand
each commodity based on its attributes and bid independently without discussing with others. We sent three
reminders during the bidding phase via the WeChat group to ensure participants remembered to place their bids.
If participants chose not to sell a specific commodity, they could opt not to place a bid for it. As confirmed in
Sections 5.2 and 6.3.2, all participants bid on at least one commodity, demonstrating the experiment’s validity.

Stage 4: Winner Selection. Following the reverse second price auction method [18], we determined the winners
for each commodity and set the prices within 24 hours post-bidding. Unlike previous studies where the number
of winners varied [18, 71], we limited the number of winners to one-third of all bidders due to budget constraints.
The final price for each commodity was set at the lowest bid among the non-selected bidders.

Stage 5: Confirmation of Selling. Participants were able to view the results, including selected bidders, all bid
prices, and final commodity prices. Within 24 hours, winning bidders could confirm or cancel their intention to
sell their data. Upon confirmation, the app collected the relevant data from their smartphones over the next 7
days and transferred it to the laboratory server, and the winners received their payment. If participants did not
successfully sell any commodities, they received a small gift; however, if they sold at least one item, they did
not receive the gift. Notably, we do collect participants’ data to better simulate the real transaction scenario. In
fact, some participants in the study do examine the permissions that we ask them to turn on in order to collect
the data. If the data was not collected, the participants’ mental model about whether the data is collected would
change, thus affecting the final post-test questionnaire and payment receiving process. Participants also reported
that if the data is not collected, they may have less privacy perception compared with a real case. This echoed
past literature that people’s valuation can be quite different in hypothetical settings than in real situations with
data collection and money transaction [51, 52]. As described in Section 4.3, we tried our best to design
the experiment in order to protect users’ data. We used TLS 1.3 encrypted HTTPS transmission, and
deleted the data immediately after the collection phase. Thus, our setting is more practical and ensures less
negative effect compared with a deceptive design.
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Stage 6: Post-Test Questionnaire. Following the confirmation process, all participants were asked to complete a
post-test questionnaire that explored the factors influencing their decision to sell their data.

5 RESULTS AND ANALYSIS
In this section, we reported the decisions that the participants made during the user study, and analyzed the
factors that affected these decisions. After that, we reported the bidding prices of the commodities, which reflected
the participants’ valuation of the corresponding personal data. We also built a regression model between different
factors and the bid prices, which helped explain the results. Finally, we analyzed the results from the post-test
questionnaire, which uncovered additional findings besides the data. As our data violated the assumption of
normality, we used non-parametric testes for the test of significance during analysis. All post hoc analysis was
performed with Bonferroni correction. As the experiment was conducted in the summer of 2023, the exchange
rate stood at 7.12 CNY to 1 USD at that time. Consequently, all monetary values denominated in CNY could be
converted to USD at this prevailing exchange rate.

5.1 Statistics of the Bidding
We analyzed the number of bids that each participants gave, as well as the bid prices. We observed that some
participants would give unreasonable high bids when they refuse to sell the data. Therefore, in order to remove
these outliers, we considered all bid with price > 1,000 CNY (138.20 USD) as “unwilling to sell”, and did not count
them as valid bids. In total, we removed 70/1,918 = 3.6% from participants (ranged from 1,500 CNY , 207.3 USD to
1E+28 CNY ≈ 1E+27 USD), covering 15 commodities.

5.1.1 Ratio of bids. Figure 4 showed the ratio of bids for each commodity, which was calculated as the number
of bids received from the participants, divided by the total number of participants. On average, the big ratio was
68.1% (SD=12.2%).
The commodity with the highest bid ratio was “The outdoor temperature at your location” at 88%. The top

three commodities participants bid on included this temperature data, “The altitude at your location” and “The
number of Bluetooth devices around you”. Conversely, the four commodities with the lowest bid ratios were “The
length of time you spend on online shopping”, “Your facial expression”, “Your surroundings” and “Your emotion”,
indicating these were perceived as more private.

Further analysis of bidding behavior showed participants bid on an average of 10.3 commodities (SD=4.8), with
58 participants (39.3%) bidding on all 15 commodities, demonstrating a strong willingness to sell their smartphone
data. The decision to bid on a commodity was not significantly correlated with participants’ familiarity with the
data (𝑅2 = 0.14). Interestingly, all participants, without requirement, bid on at least one commodity, suggesting
that the concept of selling personal smartphone data was generally acceptable to them.

5.1.2 Winners and commodity prices. For each commodity, we designated 1/3 of the bidders as winners. According
to the principles of reverse second price auctions, the price for each commodity was set to the lowest bid among
the non-selected bidders, as detailed in Table 2. Interestingly, we observed no significant correlation between
the commodity price and the bid ratio (𝑅2 = 0.65), indicating that commodities receiving more bids did not
necessarily result in lower prices. Additionally, there was no significant correlation between commodity prices
and participants’ familiarity with them (𝑅2 = 0.27). As shown in Table 2, “Your facial expression” and “The length
of time you spend on online shopping” were among the commodities with the highest prices. A more detailed
analysis of the bid prices will be provided in Section 5.2.

5.1.3 Compensation. Before actually collecting the data, we allowed the winners to cancel the transaction for
each commodity. During the study, 9/108 participants canceled the selling of at least one commodity at this
stage, possibly due to last-minute concerns about privacy. 73 participants did not win any commodity, thus
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Fig. 4. The average ratio of bids for the 15 commodities.

Table 2. The final bidding price (in CNY) of the 15 commodities.

Commodity Student Non-student Non-student/Student×100%
The length of time you spend on online shop-
ping

15 30 200%

Your facial expression 15 40 267%
Which contact you receive the most calls 10 20 200%
Your surroundings 10 21 210%
Your location 10 30 300%
Your emotion 10 30 300%
The number of Bluetooth devices around you 8 20 250%
The length of time you drive 7 30 428%
Your sleeping environment’s light 7 20 286%
Your working hour 7 20 286%
The spatial orientation of your phone 6 20 333%
The outdoor temperature at your location 5 10 200%
The horizontal direction of your phone 5 20 400%
The altitude at your location 5 10 200%
Your unintentional touches when the phone
was placed in the pocket

5 10 200%
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only received some snacks as compensation, valued at 1 CNY (approximately $0.15), significantly less than any
winning bid. Based on the set prices of the commodities and the final number of sellers, we distributed a total
of 4,405 CNY to participants. The average payment received by each participant was 44.5 CNY, with individual
amounts ranging from 5 to 125 CNY.

5.2 Analysis on Bid Prices
5.2.1 Distribution of bid prices. We analyzed the distribution of bid prices to understand their privacy valuation
of the data. Table 11 and Table 12 in the appendix showed the detailed statistics of the bid prices for all the
commodities. Figure 5 showed the average bid price of the 15 commodities. The mean bid prices across all
commodities ranged from 25.8 to 127.8 CNY.

Fig. 5. The average bidding price of the 15 commodities. Error bar showed one standard deviation.

The mean bid price of the commodities correlated significantly with the final prize (𝑅2 = 0.78). The top three
commodities with the highest mean bid prices were “Your facial expression” (127.8 CNY), “Which contact you
receive the most calls” (107.1 CNY), and “Your emotion” (104.5 CNY). Conversely, the commodities with the
lowest mean bid prices were “The altitude at your location” (25.8 CNY), “Your unintentional touches when the
phone was placed in the pocket” (26.0 CNY), and “The outdoor temperature at your location” (26.6 CNY). Notably,
six student participants (0.3% of the sample) placed a total of 29 very low bids (ranging from 0.01 to 0.99 CNY).
Interviews with these participants indicated that these low bids reflected a willingness to essentially give away
the data for free.
The commodity with the highest bids from students was “Your facial expression”(1E+28 CNY) and from

non-student was “Your Emotions”(480000 CNY). We asked the highest bidders, both students and non-students,
for their reasons via telephone interviews. We interviewed two types of users: one was ridiculously high (1E+28
CNY), and they said they wouldn’t sell their data for any amount of money, so it was too high to win the bid. One
kind of bid is a few hundred to a thousand CNY or so, they said they can sell it, but it’s worth that much, because
the data is very private and important to them. The lowest bidder indicated that he had checked the price of the
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data online and also indicated that it would be free if used for research. Another argument was that their low bids
on some commodities were due to the fact that the data of those commodities had been leaked over in their lives.

5.2.2 Effect of commodity attributes. To further explore the effect of the commodity attributes on the participants’
bid price, we performed a series of analysis on the collected data. As the value of “buyer” and “period” were the
same across all the commodities, we focused on analyzing the remaining attributes: “data type”, “permission”,
“purpose” and “privacy risk”. According to Kruskal-Wallis H test, data type yielded a significant effect on the bid
price for participants (𝜒2 (14) = 112, p<.001), reflecting participants’ concerns about the data type.

Figure 6a showed the bid price for commodities that require permission or not. For participants, the bid price
for commodities that require permission was significantly higher than those who did not (U = 314835, p < .001),
with a mean value of 88.1 v.s. 36.2 CNY. This suggested that the users considered data that required permission
to be “more risky” and more private. Existing works [21] have also found that the users would give higher bid
values for data that required more permissions.

(a) (b)

Fig. 6. The average bidding price for commodities with different (a) permission and (b) purpose. Error bar showed one
standard deviation.

Figure 6b showed the bid price for commodities with different purpose. For participants, the purpose with the
highest and lowest bid price was “Physiological and psychological research” and “improving user experience”,
respectively. A significant effect of purpose on the bid price was found (𝜒2 (3) = 25.2, p<.001). Post hoc analysis
revealed significant differences between “Improving user experience” and both “Physiological and psychological
research” (p < .001) and “Personalized advertisement” (p < .05).
Figure 7 showed the bid price for commodities with different levels of privacy risks. For participants, the bid

price increased monotonically with privacy risk, confirming that users would give higher bids for commodities
that were more private. According to Kruskal-Wallis H test, a significant effect of privacy risk was found on the
bid price (𝜒2 (4) = 105, p<.001). Post hoc analysis found significant differences between the commodities with
privacy risk ≤ 3 and those with privacy risk ≥ 4 ( 𝑝<.001).

5.2.3 Regression model of commodity prices. Using the collected data, we employed stepwise regression4 to
develop a regression model for predicting commodity prices, a method commonly used in previous research
(e.g., [22, 28]). This model not only predicts prices but also clarifies the impact of various factors, excluding
variables that did not significantly influence the outcome from the final model. We designed 14 variables for
student participants as showed in Table 3.
In the regression process, we input raw values for continuous variables, such as age. For ordinal variables

like hours per day using a smartphone, we assigned values from 1 to 𝑛 corresponding to different levels, where

4https://en.wikipedia.org/wiki/Stepwise_regression
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Fig. 7. The average bidding price for commodities with different privacy risks. Error bar showed one standard deviation.

Table 3. The variables used in the price regression model, as well as the value ranges. Red and blue indicated the variables
that were specific to student and non-student participants, respectively.

Continuous
variables Ordinal variables Categorical variables

Variables
associated
with com-
modities

Privacy risk (1-5) Permission (yes, no), Purpose
(physiological and psycholog-
ical research, personalized ad-
vertisement, fitness recom-
mendations, improving user
experience)

Variables
associated
with indi-
viduals

Age, Monthly
living ex-
penses,
Monthly
income

Hours per day using a smartphone, Neu-
roticism (13-43), Conscientiousness (13-43),
Agreeableness (17-32), Openness (8-48), Ex-
troversion (18-38), Familiarity to the data
types (1-5)), Education (elementary school
1, middle school 2, high school 3, bachelor’s
degree 4, master’s degree 5, doctoral degree
6

Ethnicity (Han Chinese 1, mi-
nority 0), Gender (Male 1, Fe-
male 0), Marriage (married 1,
unmarried 0), Children (yes 1,
no 0), Working in IT (yes 1, no
0)

𝑛 is the number of levels. Categorical variables, such as purpose, were converted into 𝑛 − 1 dummy variables,
each represented by boolean values to reflect the categories of the original variable. The model’s output offers a
predicted valuation (i.e., price) of each commodity for a given participant.

Table 4 showed the regression model for participants. The 𝑅2 value of the model was 0.068. These values were
acceptable in the field of social sciences [43], as the effect of the large amount of variables were usually complex.
In comparison, existing regression models on the valuation of identity information [50] and privacy behavior
[26] yielded 𝑅2 between 0.045 and 0.269, which was similar to our results.

As observed in Section 5.3.2, the models showed that “privacy risk” significantly affected participants’ valuation
of the commodities, which aligns with the design intention of “privacy risk” as a composite of other attributes.
Additionally, commodities purposed for “physiological and psychological research” received significantly higher
valuations.

Demographic factors such as ethnicity and gender affect participants’ valuations. Additionally, participants
with higher conscientiousness scores value their privacy more. Previous studies [4, 37] have also found that
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Table 4. The regression model for students and non-students. Significance level: ∗𝛼 = .05, ∗∗𝛼 = .01, ∗∗∗𝛼 = .001

Regression model 𝑅2 Adjusted 𝑅2 𝐹 p

Student 𝑃𝑟𝑖𝑐𝑒 = −42.5 + 21.4 · Privacy risk∗∗∗ + 28.9 · Han Chinese∗∗∗ + 29.3 ·
Male∗∗∗ + 19.8 · “Physiological and psychological research”∗∗ + 1.9 ·
Conscientiousness∗

0.068 0.065 25.8 < .001

Non-student 𝑃𝑟𝑖𝑐𝑒 = 346.6−3.6·Age∗∗∗+21.9·Privacy risk∗∗−4.5·Conscientiousness∗−
42.8 ·Male∗∗

0.099 0.089 10.0 < .001

conscientiousness influences privacy concerns. Similar to the effects of age and race noted in past literature [50],
this study identified significant effects of ethnicity and in students, which probably because ethnicity influences
privacy attitude and consumption habits before graduation [35].

5.3 Effect of Minor Factors throughQuestionnaire Results
5.3.1 Effect of buyer. In the user study, we only tested one kind of buyer (a research lab), as we designed to
perform realistic data transaction. However, different buyers could also affect the participants’ willingness of
selling the data. To explore this, we asked the participants to rank the priority of selling their smartphone personal
data to different buyers. We designed a total of five kinds of buyers. Three of them were from existing works [71]
(banks, telecommunication companies, and insurance companies). We also added research institutions and big
internet companies.
We calculated the average rank for each kind of buyers. The buyer that they were the most willing to sell

data to was banks, followed by research institutions, telecommunication companies, big internet companies and
insurance companies. This result was in consistent with existing works [12, 71].

5.3.2 Effect of the commodity attributes on whether to sell. In Section 5.1.1, we observed that some participants
did not bid for all the commodities, as they refuse to sell specific commodities. Therefore, after the user study, we
used a questionnaire to examine which of the eight commodity attributes affected their decision on whether
to sell it. The answers resulted in a rating from 1 (strongly disagree) to 5 (strongly agree). Figure 8 showed the
distribution of the answers from participants. The order of the factors that most affected the participants’ decision
was privacy risk, permission and purpose.

(a) (b)

Fig. 8. The participants’ response to the commodity attributes that influenced their decision on whether to sell the commodity.
(a) Students. (b) Non-students.
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6 GENERALIZATION AND VERIFICATION ON PARTICIPANTS WITH VARIOUS DEMOGRAPHICS
In this section, we further conducted a study on non-students to verify whether the results derived in the previous
section is effective for other demographics.

6.1 Participants and Apparatus
We recruited 34 non-student (14 male, 20 female) participants. All of them used Android smartphones on a daily
basis. The non-student participants were recruited from a capital city of a province using the snowball sampling
method [1]. Their ethnic composition consisted of 31 Han Chinese and 3 ethnic minorities. The average age was
39.9 (SD=10.8). Their average monthly income was 6,066 CNY (SD=3,360 CNY). Among them, 8 had a bachelor’s
degree or above, and 14 worked in the field of information technology (see Table 8 in the appendix for details).

6.2 Study Design and Procedure
We used the same study design and procedure in the main study, comprising six stages. In fact, the experiment
was conducted in the same time along with the main study although they were conducted in a separately manner.

6.3 Results
6.3.1 Statistics of the Bidding. Consistently, bids exceeding 1,000 CNY were classified as “unwilling to sell” and
excluded from the analysis. We discarded 9 out of 407 bids (2.2%) from non-student participants (ranged from
2,000 to 480,000 CNY) participants, covering 10 commodities.
Ratio of Bids The average bid ratio for non-student participants was 77.8% (SD = 11.7%). Compared to student
participants, non-student participants showed significant higher tendency of selling their smartphone personal
data (U = 65.0, p < .05).
The commodity with the highest bid ratio was “The altitude at your location” (91%) for non-students. The

top-3 commodities of student and non-student participants did not overlap. However, although with different
orders, the top-4 commodities with the lowest bid ratio was the same for student and non-student participants
(See Section 5.1.1), indicating that they both perceived these data to be more private.

Focusing on the number of commodities bid on, non-student participants were generally more willing to sell
their data than students, with an average of 12.0 commodities bid on (SD = 4.6), with 20 (58.8%) non-student
participants bid on all 15 commodities. The decision to bid on a commodity was not significantly correlated with
their familiarity with it (𝑅2 = 0.26). The fact that all participants sold at least one commodity confirms the wide
acceptance of privacy valuation through bidding.
Winners and Commodity Prices Consistent with previous findings, no significant correlation was observed
between the commodity price and the ratio of bids (𝑅2 = 0.54), indicating that higher numbers of bids did not
necessarily result in lower prices. Additionally, non-student participants consistently offered higher prices than
student participants (U = 12, p < .001). For all 15 commodities, prices from non-students were substantially higher
than those from students, with a mean ratio of 271% and ranging from 200% to 428%. This was probably correlated
with the anchoring effect of non-students [9].
Compensation During the study, 3/26 non-student winners canceled the selling of at least one commodity. Eight
non-students did not win for any commodity, thus only received a small gift as compensation. In total, 2,707 CNY
was distributed among non-student participants, with the average payment 117.7 CNY per participant (ranged
from 10 to 331 CNY). The higher average payment could be attributed to the anchoring effect [75].

6.3.2 Analysis on Bid Prices. Distribution of Bid Prices
Across all the commodities, the mean bid price ranged from 45.6 to 263.1 CNY for non-student participants.

Notably, non-students offered higher mean bid prices than students for 13 out of 15 commodities.
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For non-student participants, no significant correlation was found between the mean bid price of the com-
modities and the final prize (𝑅2 = 0.59). The top-3 commodities with the highest mean bid price was “Your facial
expression” (263.1 CNY), “The length of time you spend on online shopping” (187.9 CNY) and “Your emotion”
(141.8 CNY), aligning with final commodity prices. Meanwhile, the top-3 commodities with the lowest median
bid price was “The spatial orientation of your phone” (45.6 CNY), “Your sleeping environment’s light” (50.9 CNY)
and “The outdoor temperature at your location” (77.1 CNY). 1 (3%) of the non-student participants gave a low bid
(0.01 CNY) for 1 commodity.
Effect of Commodity Attributes According to Kruskal-Wallis H test, data type yielded no significant effect on
the bid price for non-student participants (𝜒2 (14) = 13.2, p = .50). This implied that non-student participants
were not so sensitive about the data types. During interviews, non-students expressed greater concern about the
social context of information rather than the data types.

We further analyzed the bid price for commodities that require permission or not. For non-student participants,
the bid price for commodities that require permission was significantly higher than those who did not (U = 16789,
p < .05), with a mean value of 136.0 vs. 82.2 CNY.
Regression Model of Commodity Prices Table 4 showed the regression model for non-student participants.
The 𝑅2 value of the model was 0.099. Consistent with Section 5.3.2, the model indicated that “privacy risk”
significantly impacted their valuation, with the effect strength appearing universally across different participant
groups. No other attributes remained significant in the model for either group.

Given the different valuations between student and non-student participants, We developed separate regression
models. Specifically, we designed 17 variables for non-student participants as showed in Table 3. Eleven of
the variables were shared between both groups, including three variables associated with the commodity, and
ten variables associated with the individual. Two and four variables were specific to student and non-student
participants respectively.

In terms of demographics information, gender and conscientiousness influenced non-student valuations, though
the effects were opposite to those observed in students, possibly reflecting changes in priorities post-graduation.
Besides, younger non-students tended to value their data higher. It should be noted that since the number
of non-student ethnic minorities and Han Chinese is unbalanced (3 vs 31), we did not include ethnicity as a
dependent variable.

6.3.3 Effect of Minor Factors throughQuestionnaire Results. Similar to Section 5.3, we calculated the average rank
for each kind of buyers. Surprisingly, the preferences for student and non-student participants were identical.
Both groups were most willing to sell their data to banks, followed by research institutions, telecommunication
companies, big internet companies and insurance companies. This result was in consistent with existing works
[12, 71]. The average rankings was 1.9, 2.9, 3.1, 3.6, 3.8 for students, and 1.8, 2.8, 3.2, 3.5, 3.9 for non-students,
respectively.
Figure 8 showed the distribution of the answers from non-student participants, respectively. Generally, the

order of the factors that most affected the participants’ decision was consistent between both groups. The
only exception was that student participants considered “permission” more than “purpose”, while non-student
participants considered “purpose” more. For all participants, “privacy risk” was the top-1 attribute impacting
their decision.

7 DISCUSSION

7.1 Feasibility of Selling Personal Data
Privacy trading was proposed as an alternative approach to protect personal information [3, 47]. While earlier
research discussed the possibility [5, 11, 50], conducted privacy trading with other context [69] or investigating
the data selling price with algorithmic methods [13, 83], our work was the first to make privacy trading feasible
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through bidding on apps. We designed smartphone data as commodities under the guidance of Data Context
theory, which was commonly considered in investigating privacy norm [10, 44] but less investigated in valuation
context [66].

In Section 5.1.1, our analysis reveals that all participants bid for at least one commodity, and approximately half
of the participants (39.3% for students and 58.8% for non-students) even bid for all the commodities. This indicates
the acceptance of data selling among the participants, which echoed previous literature [33, 71]. Furthermore,
despite being influenced by the commodity attributes, participants exhibited a high willingness to sell specific
commodities (above 40% in Figure 4). Compared with valuing location data in the social context [71], our valuation
of different data types on various demographics considered various privacy risk. The bidding price of different
data also have marked difference (see Figure 5). This comprehensive result suggests selling smartphone data is
both acceptable and feasible in practical use.
This was significant given the growing global attention towards privacy protection in various regions (e.g.,

China5, the U.S.A. 6, and European7). Our findings provided the possibility of protecting participants’ data through
valuing as commodities.

7.2 Bidding Price and Influential Factors
In this study, we adhered to the Data Context [27, 30, 65] and Privacy Risk [23, 34] theory to design eight attributes
including “privacy risk”. The resulting bidding prices were not consistent in contrast to previous research [71].
The most valuable data types, locations and applications, declined to the fifth and sixth rank in our valuation,
possibly due to their widespread usage, leading users to become accustomed to their collection. Conversely,
facial expressions extracted from media ascended from the fourth to the top position, possibly owing to the
higher resolution and using frequency of facial data8. Furthermore, increasing advocacy efforts [41] have raised
people’s awareness regarding the importance of protecting facial data. The awareness of participants was also
verified through questionnaire in our study, which privacy awareness rating (see Table 10 in the appendix) was
consistently higher than the past work [71]. This could probably be attributed to increased literacy on privacy
protection [68].
Personal data valuation, especially the bid prices was among the most significant results. We evaluated 15

types of smartphone personal data commonly mentioned in the commercial products and literature [53, 71]. 5
were previously assessed in other studies: “Your location” (WiFi) [17, 18, 71], “The length of time you spend on
online shopping” (app usage) [71], “Which contact you receive the most calls” (call records) [71], “Your facial
expressions” (front camera) [71] and “Your surroundings” (rear camera) [71]. The rank of different commodity is
similar to the past literature focusing on information collection and sharing [42, 72]. Facial expression are valued
[72] while location and surroundings are generally de-valued [42]. The mean bid prices in our study were higher,
suggesting our commodity design effectively raised participants’ privacy awareness and the increasing use of
smartphones brought additional data concerns. However, students’ bids for “Location” were lower than Staiano’s
[71] participants, suggesting a devaluation possibly influenced by familiarity and ubiquitous access. Beyond the
five common commodities, our study included ten others covering typical smartphone personal data. Analyses
revealed that “privacy risk”, “purpose”, and “permission” significantly influenced bid prices, with demographic
features also playing a role, consistent with existing findings [50].
Contrary to previous studies [71] that did not find a demographic correlation with bid prices for location

data, our research identified the link between bids and demographic characteristics, possibly due to 1) the
participants in our study may have a more unified cultural background than the past [53], and our categorization
5https://www.miit.gov.cn/zwgk/zcwj/wjfb/tz/art/2022/art_e0f06662e37140808d43d7735e9d9fd3.html, accessed by 1st May, 2024
6https://mp.weixin.qq.com/s/qPrR0mCsI-wvGa-oRYttzg, accessed by 1st May, 2024
7http://news.sohu.com/a/636656485_120076174, accessed by 1st May, 2024
8https://blogs.iadb.org/administracion-publica/en/face-id-is-our-biometric-facial-data-being-safeguarded/, accessed by April 20, 2024
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into student and non-student groups, allowing for more detailed results. Within these categories, males bid
higher than females, while the opposite was true for non-student participants. This is due to the fact that women
enter society with more responsibilities in the family and thus are more conscious of their privacy than men.
Younger non-students bid higher than older ones, which was consistent with Carrascal’s [12] findings. While
conscientiousness negatively correlated with bids among students, it positively correlated among non-students.
Our study did not explore the relationship between participants’ bids and behavior [18, 71]. However, we treated
data as commodities and explored the relationships between pricing and 3 additional product attributes (e.g.,
privacy risk, sales purpose and permissions). These provide design implications for stakeholders to better regulate
data usage.

7.3 Design Implications for Different Parties
We valued 15 commodities and identified different influential factors (see Section 5.2.2, 5.2.3 and 6.3.2). These
findings provided the guidelines for stakeholders and governments.

We recommend app developers explicitly disclose privacy risks and data usage purposes for sensor data (e.g.,
accelerometers and cameras) within the system settings (Android9 or IOS10). As the results indicated these
attributes strongly influenced personal data bids and user willingness to share data (see Table 4), we recommend
they should be stated in apps’ privacy policies and highlighted for sensitive data.

Additionally, data should be categorized based on privacy risk and bidding price (see Table 2) during the app
design process. For data with less valuation price (e.g., logs), app developers could present simpler notification
mechanisms when collecting (e.g., op-up notifications), while for data with higher valuation price (e.g., camera,
facial expression), more detailed notifications and repeated confirmations are recommended to enhance user
awareness and consent.
For governments, users’ bid prices on smartphone data could inform the structuring of penalties for illegal

data trading [39, 80]. Governments could impose higher penalties for misuse of data types that attract higher
bids and lower fines for those with lesser bids in our study, thereby enforcing data protection more effectively.

8 LIMITATION AND FUTURE WORK
We presents three limitations that pave the way for future exploration. Firstly, due to practical constraints in
real data transaction settings (e.g., data buyer and period), we could not formally test all attributes. Instead, we
analyzed their effects through questionnaires and interviews (see Figure 8). Nonetheless, our results demonstrated
the impact of several attributes (e.g., privacy risk) on participants valuation of smartphone data commodity,
contributing significantly compared to existing works [50, 71] which did not evaluate the effect of commodities’
attribute.

Secondly, our study only involved Chinese users, warranting investigation into cultural variations to generalize
findings. We made efforts to diversify participants, but recruiting non-students proved challenging, resulting in a
smaller sample size. Analyzing data from a more balanced participant group may yield further insights.
Lastly, certain patterns observed in our main study (see Section 5) was not mirrored by non-students during

verification (see Section 6.3). Non-students priced commodities with privacy risk 4 than with privacy risk 5.
Interviews revealed non-students priced commodities based on various attributes, with privacy risk only as
a reference. Our research highlighted the importance of understanding the common influential factors and
advocating for tailored privacy approaches for different users (also see Section 7.2).

9https://developer.android.google.cn/
10https://developer.apple.com/
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9 ETHICAL CONSIDERATIONS
We acknowledge potential ethical concerns regarding privacy in our experiments and took measures to mitigate 
them while respecting participants. Our experiment received approval from the Institutional Review Board (IRB) 
and adhered to ethical guidelines outlined in the Menlo Report [6] and Belmont Report [8].

Prior to the study, we carefully crafted questions to avoid revealing participants’ real-world usage or personal 
information. Participants were briefed on the experiment’s purpose and potential risks (See Section A.1), with 
consent integrated into the process (See Table 13 and Table 14). They retained the right to withdraw at any time 
and delete their data post-experiment. Income diversity was considered to ensure fairness, with compensation 
provided according to average income value. Data transmission and processing were conducted securely via 
HTTPS protocol, with encryption during transmission and offline analysis by experimenters only. Although we 
collected participants’ smartphone data to ensure the realistic effect of the transaction, we transmitted them with 
secure protocols and retained them on a local server. We deleted all the data immediately after the experiment. 
Participants retained the option to contact the lab regarding any concerns arising from the experiment.
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11 CONCLUSION
In this paper, we proposed a design that enables the buying and selling of personal data on smartphones as 
commodities. Based on the Data Context and Privacy Risk theory, we proposed 49 commodities accompanied by 8 
commodity attributes that made the smartphone data more transparent and simple for the user to understand, 
which helped the users to weigh the pros and cons of selling more easily. We conducted a large-scale user 
study (𝑁 =215) and employed the reverse second price auction mechanism to allow participants to bid on 
15 commodities. We regressed price models for students and non-students respectively, which revealed the 
commodity and demographic factors that affected their bidding price. Our results also found the commodity 
factors that influenced students and non-student’ decision-making, including privacy risks, permissions, and 
purpose of use. Our work provided novel empirical findings for evaluating personal data on smartphones, and 
could serve as a practical reference for both stakeholders and end-users.
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A APPENDICES

A.1 Disclose of Potential Risks in User Study
We disclosed the potential risk as follows in the user consent. The original language was in Chinese.
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The data we collect includes not only the physiological and psychological data, behavioral data, and environ-
mental data written in the product names within our application "My Data." It also includes other data collected
once permissions related to these products are activated:
(1) The data collected when the “Call Logs” permission is activated reveals not only with whom you communi-

cate most frequently but also exposes your social relationships.
(2) The data collected with the “Usage Access” permission exposes your shopping preferences and times, as

well as your usage of other applications.
(3) The data from the “Front Camera” permission reveals your facial features and can be used for identity

recognition.
(4) The data from the “Rear Camera” permission exposes not only your environment but also your social and

home environments.
(5) The data collected when the “Microphone” permission is activated exposes your mental health as well as

the content of your conversations.
We will state in the “Privacy Policy” on the application’s introduction and registration pages that all collected

data will be anonymized, ensuring your identity information is not disclosed. It will be collected, used, and stored
by the laboratory and destroyed after one month, without being transferred to any third party. Although this
data collection may feel like a privacy invasion, potentially causing psychological impacts, we assure you it will
not cause physical, psychological, social adaptation, or any other kind of harm.

In fact, we do not use the collected data for any purpose. Only the project leader has access to download and
store data from the server. The data will be encrypted, and only the project leader will have access to it in later
stages.

A.2 Detail Considerations of the Data Chosen
We collected 9 types of sensor data, including accelerometer, front (rear) camera, microphone, touch screen,
gyroscope, barometer, compass, temperature, light. Sensors on smartphones can sense the behavior and psychology
of individuals. The data captured by the accelerometer was used [63]to record the user’s travel patterns (e.g.,
walking, running, driving). The front camera was used to capture the user’s facial features, which could also
be used as authentication [14] or facial expression recognition [82]. The photo and video data from the rear
camera could reflect the user’s hobbies, diet, environment [14] and socialization [29]. The microphone recorded
sound could be used not only for noise measurement of the surroundings [14], but also for recognizing the user’s
emotions and conversations [29], and for inferring social interactions [14, 29]. Touch screens [55] collected users’
click data to study user mis-touch on capacitive touch screens. Gyroscopes could be used for posture estimation
[84].
In addition to sensing the behavior and psychology of individuals, sensors on smartphones could also sense

environmental information [29]. Data from barometer, compass, and temperature sensors could be used to calculate
the height, direction, and temperature of the user’s environment, respectively. Data from light sensors[29] could
be used to monitor the brightness of the environment and to infer the user’s daily activities. These environmental
data could be used alone or in combination with other sensors to infer the user’s behavior and activities [29].
We collected a total of 5 types of non-sensor data, including bluetooth, location, log data [29]-SMS logs, call

logs, application usage logs, and identity data. Bluetooth could be used for social and context-awareness [79].
The two main methods of location were GPS and WiFi. GPS and WiFi [14], [63] could collect user’s trip, home
address, workplace, hospital, etc. through location information. SMS logs, call logs [63] could be used to infer the
user’s daily activities (work, home, classroom). application usage logs could reflect [29] users’ social interactions.
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Table 5. The attribute values of all the 49 commodities. (1-25)

No. Commodity Name Data Type Permission Purpose Privacy Risk Description

1 Your movement path GPS Yes Physical and Psychological research 4 Longitude and latitude mea-
sured by GPS of phone

2 Your working hour GPS Yes Physical and Psychological research 3 Longitude and latitude mea-
sured by GPS of phone

3 The length of time you stay at
home

GPS Yes Physical and Psychological research 3 Longitude and latitude
measured by GPS of
phone

4 The length of time you spend
in the park

GPS Yes Physical and Psychological research 3 Longitude and latitude
measured by GPS of
phone

5 Your location GPS Yes Physical and Psychological research 4 Longitude and latitude
measured by GPS of
phone

6 The length of time you stay in
the hospital

GPS Yes Physical and Psychological research 4 Longitude and latitude
measured by GPS of
phone

7 Your wireless headset usage Bluetooth Yes Personalized advertisement 3 The number and time of
Bluetooth connected de-
vices

8 Your connection to other
phones

Bluetooth Yes Personalized advertisement 4 The number and time of
Bluetooth connected de-
vices

9 Your use of shared bikes Bluetooth Yes Personalized advertisement 3 The number and time of
Bluetooth connected de-
vices

10 The number of Bluetooth de-
vices around you

Bluetooth Yes Physical and Psychological research 3 The number and time of
Bluetooth connected de-
vices

11 Your connection to the wire-
less speaker

Bluetooth Yes Personalized advertisement 3 The number and time of
Bluetooth connected de-
vices

12 The outdoor temperature of
your location

Temperature No Fitness recommendations 2 Outdoor temperature
measured by phone

13 Your body temperature Temperature No Fitness recommendations 3 Your temperature mea-
sured by phone

14 The indoor temperature of
your location

Temperature No Fitness recommendations 2 Indoor temperature mea-
sured by phone

15 How many contacts did you
call

Call records Yes Physical and Psychological research 4 Number and duration of
calls

16 How many contacts did you
receive calls from

Call records Yes Physical and Psychological research 4 Number and duration of
calls

17 Which contact you call the most Call records Yes Physical and Psychological research 5 Number and duration of
calls

18 Which contact you receive the
most calls

Call records Yes Physical and Psychological research 5 Number and duration of
calls

19 The horizontal direction of
your phone

Compass No Physical and Psychological research 1 The direction measured
by the compass in the
phone

20 The altitude at your location Barometer No Physical and Psychological research 1 The altitude of the mo-
bile phone location mea-
sured by the barometer

21 Your facial expression Camera Yes Physical and Psychological research 4 Facial photos taken by
the front camera

22 Your surroundings Camera Yes Physical and Psychological research 4 Environmental video
taken by the rear camera

23 The length of time you use music soft-
ware

app Usage Yes Personalized advertisement 3 App usage time recorded
by app log

24 The length of time you use WeChat app Usage Yes Personalized advertisement 3 App usage time recorded
by app log

25 The length of time you play games app Usage Yes Personalized advertisement 3 App usage time recorded
by app log
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Table 6. The attribute values of all the 49 commodities. (26-49)

No. Commodity Name Data Type Permission Purpose Privacy Risk Description

26 The length of time you spend on on-
line shopping

App usage Yes Personalized advertisement 5 App usage time recorded
by app log

27 The length of time you use your cell
phone

App usage Yes Physical and Psychological research 2 App usage time recorded
by app log

28 Your attention span App usage Yes Physical and Psychological research 3 App usage time recorded
by app log

29 The length of time you use your
phone

Accelerometer No Fitness recommendations 2 The phone’s movement
degree

30 The number of steps you walk Accelerometer No Fitness recommendations 2 The phone’s movement
degree

31 The Length of time you run Accelerometer No Fitness recommendations 2 The phone’s movement
degree

32 The length of time you drive Accelerometer No Fitness recommendations 3 The phone’s movement
degree

33 Your sleeping environment’s light Light No Physical and Psychological research 2 The brightness of the
light in your environ-
ment

34 The light of your phone use indoors Light No Physical and Psychological research 2 The brightness of the
light on the front of the
phone

35 The light of your phone use outdoors Light No Physical and Psychological research 2 The brightness of the
light on the front of the
phone

36 The noise of your environment Microphone Yes Physical and Psychological research 4 Sound around the phone
37 How many people you talked to Microphone Yes Physical and Psychological research 5 Sound around the phone
38 The length of time you talk Microphone Yes Physical and Psychological research 4 Your sound
39 Your emotion Microphone Yes Physical and Psychological research 5 Your sound
40 The length of time you watched TV Microphone Yes Physical and Psychological research 3 Sound around the phone
41 Your movement path WiFi No Fitness recommendations 4 Number and time of mo-

bile WiFi connections
42 Your working hour WiFi No Fitness recommendations 3 Number and time of mo-

bile WiFi connections
43 The length of time you stay at home WiFi No Fitness recommendations 3 Number and time of mo-

bile WiFi connections
44 The length of time you spend in the

park
WiFi No Fitness recommendations 3 Number and time of mo-

bile WiFi connections
45 Your location WiFi No Fitness recommendations 4 Number and time of mo-

bile WiFi connections
46 The spatial orientation of your phone Gyro No Improve user Experience 2 Rotation and tilt angle of

the phone
47 The tilt of your phone Gyro No Improve user Experience 2 Rotation and tilt angle of

the phone
48 Your unintentional touches when the

phone was placed in the pocket
Touch screen No Improve user Experience 1 Actions on the touch

screen
49 Your single-touch habits Touch screen No Improve user Experience 2 Actions on the touch

screen
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(a) (b) (c) (d) (e)

Fig. 9. The user interface of the experiment platform. The original page is in Chinese and we translated that to English. (a)
The goal of the study. (b) Selected 14 data types. (c) The overview of the commodities. (d) The procedure of reverse second
price auction. (e) The privacy policy of the data.

Table 7. Demographics of student participants

Demographic Information Count Percentage

Gender

Female 112 61.9%
Male 69 38.1%
Ethnic Group

Han 113 62.5%
Hui 29 16.0%
Tibetan 24 13.3%
Tu 10 5.5%
Salar 3 1.7%
Mongolian 2 1.0%
Living expenses per month (in CNY)

0-500 22 12.2%
500-1000 65 35.9%
1000-1500 65 35.9%
1500-2000 22 12.2%
2000-2500 2 1.0%
2500-3000 5 2.8%
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Table 8. Demographics of non-student participants

Demographic Information Count Percentage

Gender

Female 20 58.8%
Male 14 41.2%
Ethnic Group

Ethnic minorities 3 8.8%
Han Chinese 31 91.2%
Marital Status

Married 28 82.3%
Never married 6 17.7%
Divorced 0 0%
Have Children

Yes 28 82.3%
No 6 17.7%
A career related to IT (Information Technology)

Yes 14 41.2%
No 20 58.8%
Occupation

E-commerce 1 2.9%
Consultants/consulting 1 2.9%
Technical or R&D 2 5.9%
Teachers 10 29.4%
Drivers 1 2.9%
Professionals 2 5.9%
Freelancers 7 20.6%
Others 10 29.4%
Education

Junior high school 1 2.9%
High school 5 14.7%
Undergraduate 20 59.0%
Master’s degree 8 23.4%
Income per month (in CNY)

0-1000 1 2.9%
1000-2000 1 2.9%
2000-3000 4 11.8%
3000-4000 5 14.7%
4000-5000 8 23.4%
5000-6000 2 6.0%
6000-7000 3 8.9%
7000-8000 4 11.8%
8000-9000 1 2.9%
9000-10000 4 11.8%
>10000 1 2.9%
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Table 9. Distribution of the length of time (in hours) that the participants spent using smartphones.

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 10-11 11-12 >12 Sum

Student 0 1.7% 11.2% 14.6% 15.7% 9.6% 9.0% 6.2% 6.7% 10.7% 4.5% 2.2% 7.9% 100%
Non-student 3.1% 6.3% 25.0% 21.9% 25.0% 15.6% 0 0 0 3.1% 0 0 0 100%

Table 10. The ratings of the participants for the different questions on their perceptions of privacy on smartphones. (7: totally
agree; 1: totally disagree).

Student Non-student
Question Mean SD Mean SD

1. I am concerned about the protection of the data collected on my smartphone. 5.3 1.2 5.8 1.3
2. I trust the apps I install and run on my smartphone and how they use my data. 4.2 1.4 4.4 1.6
3. I trust how telecom providers (Mobile, Unicom, Telecom) use my data. 3.8 1.5 3.6 1.6
4. I always read the privacy terms and conditions of the applications I use. 3.3 1.8 3.8 1.7
5. I am aware of the legislation on mobile data protection. 3.1 1.6 4.2 1.9

Table 11. Statistics of prices of 15 commodities given by students

Commodity Min. 1st Q Med. Mean 3rd Q Max.

Your working hour 0.1 5.0 10.0 62.3 35.0 700.0
The number of Bluetooth devices around you 0.01 5.0 10.0 50.2 30.0 700.0
The outdoor temperature at your location 0.01 3.25 10 26.6 25.0 700.0
Which contact you receive the most calls 0.1 7.0 20 107.1 100.0 1000.0
The horizontal direction of your phone 0.1 4.0 10.0 36.4 25.0 1000.0
The altitude at your location 0.1 3.0 10.0 25.8 25.0 1000.0
The length of time you spend on online shopping 0.01 9.0 25.0 91.6 80.0 1000.0
Your facial expression 0.1 10.0 20.0 127.8 100.0 1000.0
Your surroundings 0.1 10.0 20.0 99.5 80.0 700.0
The length of time you drive 0.1 5.0 10.0 43.1 37.5 1000.0
Your sleeping environment’s light 0.1 5.0 10.0 34.6 34 1000.0
Your emotion 0.5 7.0 20.0 104.8 66.0 1000.0
Your location 0.5 8.0 15.0 77.5 50.0 1000.0
The spatial orientation of your phone 0.1 5.0 10.0 28.9 20.0 509.0
Your unintentional touches when the phone was placed in the pocket 0.09 5.0 9.0 26.0 20.0 1000.0
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Table 12. Statistics of prices of 15 commodities given by non-students

Commodity Min. 1st Q Med. Mean 3rd Q Max.

Your working hour 3.0 20.0 50.0 114.7 100.0 700.0
The number of Bluetooth devices around you 2.0 10.0 35.0 94.8 70.0 700.0
The outdoor temperature at your location 1.0 10.0 40.0 77.1 100.0 600.0
Which contact you receive the most calls 2.0 10.0 55.0 82.2 100.0 500.0
The horizontal direction of your phone 1.0 10.0 30.0 87.8 100.0 700.0
The altitude at your location 1.0 10.0 40.0 85.5 80.0 700.0
The length of time you spend on online shopping 4.0 20.0 55.0 187.9 350.0 1000.0
Your facial expression 2.0 30.0 56.5 263.1 500.0 1000.0
Your surroundings 2.0 17.0 50.0 94.1 90.0 600.0
The length of time you drive 2.0 14.0 55.0 98.3 100.0 500.0
Your sleeping environment’s light 2.0 18.0 30.0 50.9 80.0 200.0
Your emotion 4.0 20.0 50.0 141.8 100.0 1000.0
Your location 2.0 24.0 55.0 137.7 100.0 1000.0
The spatial orientation of your phone 1.0 10.0 30.0 45.6 80.0 140.0
Your unintentional touches when the phone was placed in the pocket 0.001 10.0 25.0 85.9 88.0 1000.0
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Table 13. Subject’s informed consent 1

Research Topic Evaluating the Valuation of Personal Data on Smartphones

Researcher Sensitive Concealment

Project Contacts and their Addresses Sensitive Concealment

Purpose of the Study

(1) The significance of studying the monetary value of data on smartphones, whether in the fields
of economics, decision science, management, or human-computer interaction, is that it can
inform future data markets.

(2) Our research can help users better understand personal data and its privacy on smartphones.
(3) Our research can also improve the transparency of information and help users evaluate their

data accurately and truthfully.

Experimental Procedures

We will create a WeChat group at the beginning of the experiment for all subjects participating in
the experiment to join. In this WeChat group, we will notify all subjects about the experiment. We
will post the following text to that WeChat group.
Cell phone sensors are devices such as microphones that collect data. In this study, you have the
option of selling your ‘cell phone sensor data” to us as a commodity. You will first price these goods.
The steps are as follows:

(1) Fill out the basic information questionnaire.
(2) Please download and install the application ‘My Data”.
(3) Please register the application with your cell phone number and agree to the privacy policy

on the registration page before registration.
(4) Our experiment includes two parts: the first part is the bidding of 15 commodities, which

requires you to price 15 commodities; the second part is the sale of 15 commodities, if your
bidding is successful (it will be shown in app), you can sell the commodities.

(5) The bidding process is as follows: please check the descriptions of the 15 items carefully, and if
you are willing to sell, please give an estimate of the price of the items you are willing to sell;
if you are not willing to sell, you may not give an estimate. You may sell as many commodities
as you wish. You can only estimate the price of each commodity once, and you can’t change
the estimate afterward. To ensure that the price is correct, you may write it out on paper first.
This process is completed within 24 hours.

(6) After the bidding is completed, we will notify you to log in the app in the WeChat group, and
the final price of each commodity will be displayed in the app interface. If the interface where
you estimate the commodity shows ‘can be sold”, it means that your bidding is successful, and
you will be able to continue to sell the data in the app and get the revenue; if the commodity
you estimate shows ‘can not be sold”, it means that your bidding is unsuccessful, and you will
not be able to sell it.

(7) After your commodity has been sold for 7 days, please click ‘Receive Revenue” in the Revenue”
of the app interface. After receiving the proceeds, we will give you cash through the transfer
function of WeChat.

(8) After receiving the proceeds, please fill out 1 questionnaire. The entire experiment will not be
videotaped and you can exit at any stage of the experiment.
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Table 14. Subject’s informed consent 2

Potential Risks and Side Effects

The data we collect includes physical and psychological data , behavioral data and data about the
environment in which you are located on your smartphone. This data can make you feel that your
privacy is being exposed and can cause potential psychological effects. However, it will not harm
you physically, psychologically, socially adapted or otherwise. We state in the “Privacy Policy” on
the app’s navigation and registration pages that all data we collect is anonymous, does not reveal
your identity, is collected, used and stored by the laboratory and destroyed after one month, and is
not transferred to third parties.

Benefits
Although your participation in this study does not provide any other direct benefit to you personally,
there are possible benefits that will result from the research in this program.
Our apps can help you understand the information about personal data on your smartphone,

including the type of data, the specific data collected, the psychological, behavioral and environmental
information that can be calculated about an individual, and can also help you understand the privacy
risks of personal data on your smartphone. The information we provide about the personal data
on your smartphone can also help you to better value the commodities and decide whether to
sell your personal data. If you are successful in selling your data, you may also receive monetary
compensation. This study can also contribute to research on the buying and selling of personal data
and inform the future data market, making it more transparent for buyers to purchase personal data.
As long as you participate in the experiment, even if you don’t price any commodities or don’t

sell a single commodity, we’ll send you a small gift at the end of the experiment.

Privacy
The results of this study may be published in academic journals/books or used for teaching purposes.
However, your name or other information that identifies you will not appear in any published or
instructional materials unless you give your permission.

Termination of the experiment
Your participation is entirely on a voluntary basis; you may request to withdraw at any point during
the experiment, and you will not be penalized or lose money for withdrawing from the experiment.

Principal Subject Statement
I have explained the purpose of the study, the procedures of the study, the potential dangers and
discomforts, and the rights and interests of the subjects, and have answered questions related to the
study to the best of my ability.

Signature: Date:

Subject
I declare that I have been informed of the purpose, procedure, possible dangers, and potential benefits
and costs of this study. All my questions have been answered to my satisfaction. I have read this
subject consent form in detail. My signature below indicates my willingness to participate in this
study.

Signature: Date:
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